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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel have read, understood, and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract-specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee, or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability, or fitness for a
particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.
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This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend, or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (i) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business-related queries, please write to us at sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturers of RFID and Biometric (Fingerprint, Facial, and Finger-
vein) readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face-reader Door Locks.
Our security solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-
of-the-art 700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing, product
design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the New Features and Updates for ZKBio CVSecurity 5.2.0_R.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g., OK, Confirm, Cancel.
S Multi-level menus are separated by these brackets. For example, File > Create >

Folder.

For Device

Convention Description
<> Button or key names for devices. For example, press <OK>.
[] Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the [New User] window.
/ Multi-level menus are separated by forwarding slashes. For example,
[File/Create/Folder].
Symbols

Convention

™ |

Description

This represents a note that needs to pay more attention to.

[ e

The general information which helps in performing the operations faster.

The information which is significant.

Care taken to avoid danger or mistakes.

The statement or event that warns of something or that serves as a cautionary
example.
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Key Updates

Intrusion
Alarm

Locker
Management

Device
Replacement
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Intrusion systems apply to places requiring boundary control and real-time
monitoring. For example, when an intruder enters the restricted area, it will trigger a
corresponding alarm, ensuring the area's safety.

Currently, ZKBio CVSecurity integrates with BOSCH and RISCO, the third-party alarm
controllers, offering functions such as arming, disarming, alarm record query and
displaying defence zones on the map.

The corresponding models and devices are as follows:
BOSCH: B Series: B6512, B5512, B4512, B3512; G Series: B9512G, B8512G.
RISCO: LightSYS32; LightSY50.

A New Module of ZKBio CVSecurity. This locker module manages an electronic locker
system in a unified platform. As a result, administrator can manage multiple lockers
simultaneously. Currently, the locker module supports the LockerPad-7B device, and
offers the following functions:

1. Supports facial recognition and multi-tech cards verification.

2. Supports online and offline working modes.

a. Online mode: With ZKBio CVSecurity's security platform, administrator can
unify the locker users’ allocation, advertising resources distribution, data
recording and other functions of multiple devices.

b. Offline working mode: To manage device parameters, data records, locker
users’ allocation and advertisement displaying through the LockerPad-7B.

3. Supports locker users’ management and set different usage rules according to the
type of users:
a. Fixed users: e.g., permanent staff in factories and offices.
b. Temporary users: e.g., supermarket customers, generally random allocation
c. Fixed users + Temporary users: e.g., in some tourist areas, available for staff
and tourists to use the locker at the same time.

4. Supports cabinet allocation for one user, one cabinet for multi-users, one user for
multi-cabinets.

5. Supports digital advertisement placement with image and video (3GP, MP4,
MKV, WEBM, PNG, JPG, JPEG, GIF) to increase commercial value and drive foot
traffic.

6. Provides storage-pick-up records review.

7. Offers basic functions such as parameter setting, multi-language (Simplified
Chinese & English) switching.

In the actual use of service, there are often cases of equipment failure; re-adding
equipment means that you need to reset the device parameters.

Copyright©2022 ZKTECO CO., LTD. All rights reserved.
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Fast Target
Search

Respondent
Self-approval

Import or

Export
Access Level
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ZKBio CVSecurity's latest function of replacing equipment, to achieve a one-click
device replacement application. When the same type of equipment fails to operate,
you only need to enter the serial number of the new device to restore previous
settings.

When a suspicious person is found during real-time video viewing or playback, you
can zoom in and take screenshots, and quickly track the suspicious person by using
the quick "Target Search" button to achieve a person track search.

Optimize the visitor process, after the visitor invitation email is sent, ZKBio CVSecurity
will send an audit email to the host. The host can complete the operation of "Review
or Reject" by clicking on the audit link of the email, then quickly complete the review.

Support import or export "access level". Batch import of "person information" and
"access level" via Excel to quickly complete the access control configuration in the
project.
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Functional Update Details

Intrusion Alarm Module

Intrusion systems apply to places requiring boundary control and real-time monitoring. For example,
when an intruder enters the restricted area, it will trigger a corresponding alarm, ensuring the area's safety.

Keywords Description
Partition A partition consists of multiple zones.

To manage and control sensors. The sensors are assigned to zones
Zone and when a sensor is triggered, the system informs user which zone
a sensor has been triggered.

Bypass Points that are Service Bypassed cannot produce Extra Point events.

Un bypass | Points that are Service Bypassed can produce Extra Point events.

Table - Key Words Description
Intrusion Device

Device mainly includes the Device connection, Synchronize Data and Time, Device panel connection, as
well as some of the invasion of some defence area and partition configuration.

Intrusion Device

Step 1: Go to [Intrusion] > [Intrusion Device] > [Device].
Step 2: Click [New] with the mouse, and the interface of adding a device will pop up.

Step 3: In the interface of adding a device, fill in the corresponding parameters according to the adding
requirement, as shown in the Figure below.

MNew x
Manufacturer BOSCH A
Model™ B3512-CHI -
Device Name* |
IP Address™
Port* 7700
RPS Passcode™ LG
Remarks

Cancel

Figure - Adding Device Interface
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Step 1: Go to [Intrusion] > [Intrusion Device] > [Device].

Step 2: Select device, click [Update Device Information], and the interface of Update Device Information
will pop up. As shown in the Figure below.

Step 3: Select the device information you want to obtain, and then click [Start].

Update Device information x
Selected Device
145:10.8.14.145

Partition Zone

Device User, Maximum Code | 30 Output
*It takes a long time to update the device user
Total Progress

Close

Figure - Update Device Information

Partition

Step 1: Go to [Intrusion] > [Intrusion Device] > [Partition].

Step 2: Clickicon £ , select Area Name or fill Remarks, then click [OK].

Edit x
Partition Code 1
Parfition Name Partition 1
Device Name 145
Area Name Areg Name -
Remarks
Cancel

Figure - Edit Partition
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Defence Deployment:
Step 1: Go to [Intrusion] > [Intrusion Device] > [Partition].

Step 2: Clickicon & , fill the User Password, then click [OK].

Figure - defence Deployment
Disarm:
Step 1: Go to [Intrusion] > [Intrusion Device] > [Partition].

Step 2: Click icon @ , fill the User Password, then click [OK].

Figure - Disarm
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2.1.1.2 Zone

Edit Zone:
Step 1: Go to [Intrusion] > [Intrusion Device] > [Zone].

Step 2: Clickicon £ , fill Remarks, then click [OK].

Figure - Edit Zone

Bypass:
Step 1: Go to [Intrusion] > [Intrusion Device] > [Partition].

Step 2: Click icon +, then click [OK].

Prompt

Are you want to perform the Bypass operation?

o Jcance

Figure - Bypass
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Step 1: Go to [Intrusion] > [Intrusion Device] > [Partition].

Step 2: Click icon &, then click [OK.

Prompt

Are you want to perform the Cancel bypass
operation?

Cancel

Figure - Bypass

Device User

Step 1: Go to [Intrusion] > [Intrusion Device] > [Device User].
Step 2: Click [New] with the mouse, and the interface of adding a device will pop up.

Step 3: In the interface of adding a device, fill in the corresponding parameters according to the adding
requirement, as shown in the Figure below.

New x

User code [l
User name
Password™

Device Name -

Cancel
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Step 1: Go to [Intrusion] > [Intrusion Device] > [Device User].
Step 2: Click [Update Device User] with the mouse, and the interface of Update Device User will pop up.

Step 3: In the interface of [Update Device User], fill in the corresponding parameters according to the
need for updates, as shown in the Figure below.

Update Device User x
Device® -
Maximum Code” a0
*It takes a long time to update the device user
Total Progress
Close
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Real-Time Monitoring

iJZKBio CVSecurity i % @ aamin
g Intrusion / Real-Timeé Monitering / Real-Time Monitoring
Device Name e
1 Partition Zona Output »
2 Defense Deployment 2 Disarm
Partition 1 Partition 2
Current Total 2 ® Defense Deployment 1 @ Disarm 1 Partition Name
Real Time Event -
Device Name IP Address Event Description
Total Received: 1 Clear Data Rows Event Dascription

We can view the device status by placing the mouse cursor on the device. The green indicates the
partition is Armed, and the Blue indicates the partition is not armed. We can also select the partition and
operate it quickly, such as Arm Partition, Disarm Partition.

1 Partition Zone Output

2 Defense Deployment % Disarm

2

Partition 1 Partitiong

Status
Device 145
Number 2

Armed Status: In defense
Alarm Status: @

Current Total 2 )elense Deployme: 1 Disarm:1 Fartition Name
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Zone:

We can view the Zone status. The green indicates the Zone is on Cancel Bypass, the yellow indicates the
Zone is on Bypass. We can also click on the Zone and operate it quickly, such as Bypass, Cancel Bypass.

4 Partition Zone Output

t Bypass & Cancel bypass

Q:2.2.0 0 0 0 O

Zone ( Device: 145 Zone 04 Zone 05 Zone 06 Zone 07
Number: 1
Bypass status: @

Cancel bypass

Current Total:8 @ Non bypass:7 @ Bypass:1 Zone name

Zone 08

Output:

We can view the status of Alarm Panel’s Output. We can also click on the point and operate it quickly, such

as Activate Output and Deactivate Output.

4 Partition Zone QOutput

£2 Enanle Output 2 Disable Output

2 0 QD

Output 2 Output 3 outy. Device: 145

Number: 1
Activity Status: &

Enanie Qutput

Current Total:4 @ Enanle Qutput:0 @ Disable Qutput:4

Output
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Intrusion Record
Event Record:
Step 1: Go to [Intrusion] > [Intrusion Record] > [Even Record].

Step 2: On the Event Record interface, click [Export], enter the admin password in the displayed security
verification dialog box, and Click [OK]. Select whether to encrypt the file and the file format to export, and
Click [OK], as shown in Figure below.

Export ®
Encrypt or not () Yes(s) No

File Format |EXCEL |

Data to Export @ All (max 100000 records)

() Selected (max 100000 records)
Start Position |_§ |

TotalRecords |00 |

“oc T

Clear All Data:

Click [Clear All Data] to pop up prompt and click [OK] to clear all transactions.

Prompt

Are you sure to clear all records?

C o T
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2.1.2 Map Config

We can view the Intrusion Alarm states in real time through the map center.
Add Defence Area:
Step 1: Go to [Service Center] > [Map Service] > [Map Config]. Click @, start adding defence area.

(JZKBio CVSecurity & o
= Service Cenler / Map Center / Map Config

Wp [weatame v X 2 @

Add Defend Amea
Search Device

! ) 2rea name

B8 Patition |

qg » O B

ER zoneo2
ER zone 04
ER zone 05
ER Zone03
m Zona D1
ER zoneos
[® zoneo7
2 Patition 2

ER zoneos

Step 2: Click the [Adding defence Area] on the left of the screen, drag the required partition or zone to
place it on the map.

Step 3: Click [OK] the left column of [Adding defence Area] to complete the configuration of adding a
partition or zone.
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Locker Management Module

Device

Step 1: Go to [Locker] > [Locker Device Management] > [Device].

Step 2: Click [+New], the interface of adding a device will pop up.

Step 3: In the interface of adding a device, fill in the corresponding parameters according to the adding

requirement, as shown in the Figure below. Please refer to Table - Adding Device Parameters for the

description of parameter filling.

Parameter
Device Name
IP Address
Serial Number

Communication
Password

Area Name

Page |18

New x
Device Name”
IP Address”
Serial Number®
Communication password™
Area Name® Area Name A
Cancel

Figure - Adding Device Interface
Description
Customize the name of the device.
Fill in the IP address of the device.
Fill the device serial number.

Fill in the communication password of the device. You can
add it only after the verification is successful.

Divide the area for the device.

Table - Adding Device Parameters
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Administration has permission to set the administrator permission to device. Select the person, click [>],
then click [OK].

Set Administrator *
Personnel ID Name Department Name Q <&
Alternative Selected(0)
Personnel_.. First Name Last Name Department Personnel... First Name Last Name Department
123 Department I
e
=
=
=
Mo data
1-1 50 rows per page
Cancel

Figure - Set Administrator Interface

Administration has permission to clear the administration permission from device.

It will reboot the selected device.

It will synchronize device time with server’s current time.

Synchronize data of the system to the device. Select device, click [Synchronize All Data to Devices] and
click [Synchronize] to complete synchronization.

Synchronize All Data to Devices x

Selected Device
LockerPad-7B : 151

Totzl Progress

Close

Figure - Synchronize All Data to Devices Interface
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Administrator selects the AD resource on the computer and delivers it to Lockerpad-7B. Click [Distribute
Advertising Resources], click [Browser], then select the picture or video and click [OK].

Distribute adverising resources X

File Upload™

Cancel

Figure - Distribute Advertising Resources Interface

Clears all ads resources from the selected device.
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Parameters

In Locker module, click [Locker Device Management] > [Parameter] to set the parameters.

ZKBio CVSecurity i % © aimin -

Locker / Locker Device Management / Parameters

Multiple people and one cabinet setting
Temporary takeout settings

Record loop delete count setting (.
Enable
Yes No

Temporary takeout settings

Enable
Yes No

Record loop delete count setting (Device)

Number of ranges 0-999 (recommended value 100}

100

Figure - Parameters

Item Description

Multiple people and one

. . Enabling it means that a cabinet can be shared by multiple users.
cabinet setting 9 y P

Temporary takeout Enabling it means users can remove items without losing access to the
settings cabinet.

Record loops delete When the record storage reaches the maximum threshold, the storage data
count setting will be deleted from the beginning.

Table - Parameter
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2.2.3 Visual Panel

In this function, admin can bind users in the software to the corresponding cabinet.

Steps:
Step 1: In the Locker module, click [Locker Device Management] > [Visual Panel], as shown in Figure
below.

[ZKEBio CVSecurity i # © adnin -

= Lockes [ Lacher Device Management | Visual Panel

Current range: Device 196-Area Area Hame

156 -

Total: ¥4 ! Free B Used

Figure - Visual Panel

Step 2: Select a panel, click , Selected Person will pop up. As shown in the Figure below.

Selected Person ®
Personnel ID Namei Department Name ! | Q &
Alternative Selected(0)
Personnel.... First Name Last Name Department Personnel... First Name Last Name Department
123 Department Name
=
i
Mo data
14 £ 1-1 » > 50 rows per page ~
L oc I

Figure - Select Person Interface
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Step3: Select the user that the admin wants to bind with the cabinet. Then click [>] and [OK].

(JZKBio CVSecurity

E Locker Device Manage...

Device

Parameters

Visual Panel

®

Locker { Locker Device Management / Visual Panel

Current range: Device 196-Area Area Name

m

196

1

e admin ~

1569 Kiren

Note:

Figure - Visual Panel Interface

1. When clicking [Total], all cabinets will be displayed.
2. When clicking [Free], all unoccupied cabinets will be displayed.

3. When clicking [Used], all occupied cabinets will be displayed.

2.2.4 Locker Report

All Transaction:

Step 1: Go to [Locker]> [Locker Report] > [All transaction].

Step 2: On the All Records interface, fill in the corresponding query information and click the “search”

symbol to complete the query of all records, as shown in Figure below.

(JZKBio CVSecurity

®

[ Locker / Locker Report / All Transactions

9 admin ~

m Time From  2022-07-0900.00.00 | To 2022-10-09235959 |  Personnel ID | | Device Name | | meer Q@

Device Name

131

1351

G Refresh W Clear All Data 1 Export

Grid number

8

Grid size User 1D First Name Last Name Department Verification .. Operation Time Capture Photo
Small locker 1865194322753 Face Take 2022-10-08 09.58.56 E
Small locker 1665194322753 Face Store 2022-10-08 09:58:42 Ea
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Figure - Report Query Page
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Step 3: On the All Records interface, click [Export], enter the admin password in the displayed security
verification dialog box, and Click [OK]. Select whether to encrypt the file and the file format to export, and
Click [OK], as shown in Figure.

Export x
Encrypt or not () Yes(®) No
File Format |ExcEL v
Data to Export (8} All (max 100000 records)

() Selected (max 100000 records)

Start Position ;1 [

Total Records | 100

o e

Figure - Report Export Page

A A B | % D E | F G
1 All Transactions

2 Device Name Grid number Grid size User 1D First Name Last Hame Department
3 136 1 Small locker 1

4 196 1 Small locker 1

5 196 1 Small locker 1665310457635

6 196 1 Small locker 1665310457633

7 151 8 Small locker 1665194322753

8 151 8 Small locker 1665194322753

9

10

Figure - Event Export
Clear All Data:

Click [Clear All Data], then click [OK] to clear all transactions on the [Prompt] interface.

Prompt

Are you sure you want fo perform the delete
operation?

. SaniEt

Figure - Report Clear All Data
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Access Control Module

Device Replacement

Introduce the configuration Steps of replacing access control devices in ZKBio CVSecurity.

When a device is unavailable, we can quickly add the new device and synchronize all configurations of the

faulty device to the new device by simply entering the serial number of the replaced device.

Step 1: Go to the [Access] > [Access Device], select the unavailable device.

O Refresh  F New W Delete T Export Q Search Control & Set up
Device Name Serial Number  Area Name IP Address Status
10.8.14 206 COKC22026004 Area 1 10.8.14.206 Offline

Figure - Select the unavailable device

Step2: Click [Set up] > [Replace Device].

ZKBio CVSecurity

Access Device v

1/0 Board

Door

Reader

Auxiliary Input
Auxiliary Output
Event Type

Daylight Saving Time
Device Monitoring
Real-Time Monitoring

Alarm Monitoring

Map
Il Access Rule >
D‘l Advanced Functions >

IE Access Control Reports >

Page |25

£

Access f Access Device / Device

Device Name || Serial Number

O Refresh  T# New [ Delete T Export Q Search [ Control

Device Name Serial Number  Area Name  |IP Address

10814 206 COKC22026004 Area 1 10.8.14 206

1-1 50 rows per page Jump To 1

/1 Page

R View | Get
Device Model

SpeedFace M4 @

IP Address

B View / Get
Itb Set Bg-Verification Options
E8 Set Device Time Zone

Ee Set as Registration Device

I Modify the Fingerprint Identification Threshold

Set Device In/Out Status
E4 Set Extendsd Parameters

[ Set Video Intercom Server

Total of 1 records

Figure - Replace Device

Register Device

More

$ Communication

Firmware Version Operations

ZAM180-NF50VA-Ver3 &£ T

8 admin ~

Q ¢

# Communication

Firmware Version Operations

ZAM180-NF5OVA-Ver3 £ W
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Step 3: Enter the serial number of the new device, then click [OK].

Replace Device x

Serial Number”

A\ Please make sure the replacement device model is the same!

A\ After the replacement, please perform the "sync all data’
operation;

Cancel

Figure - Input the Serial Number

Step 4: Select the new device, then click [Control] > [Enable].

O Refresh =+ New
Device Name

10.8.14.206

Serial Number

COKC220260046 A

Ar < Clear Administrator Permission tatus
a Upgrade Firmware
4
wis

%+ Reboot device

(& Synchronize Time

~" Enable

& Disable

(2 Synchronize All Data to Devices

Figure - Enable Device

Step 5: Select the new device, then click [Control] > [Synchronize All Data to Device].

Device Maodel

@ Delete T Export Q Search [\ =ieiicind & Setup ~ [ View/ Get ~ $ Communication ~

Register Devic:

nline  SpeedFace-V51 -]

Selected Davice

Synchronize All Data to Devices

s, Standalone Device : 10.8.14.206

Total Progress

[ Access Authority

[ AntiPassback

[ Linkage

Verification Mode Rule

& TimeZone, holidays
4 First-Person Open Door
[ Bg-Verification Options

B Door Parameters
Multi-Person Open Door
B Auxiliary Input Setting

Hidden Info

Close
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Figure - Synchronize Device Data
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Note:

1. The device needs to set the server address and IP allocation in advance before replacement.
2. Make sure the replacement device model is the same.
3. After the replacement, please perform the "sync all data" operation.

Import or Export Access Level

In the Access module, click [Access Rule] > [Access Levels] > [Export] > [Export Access Level], then fill in the

Access levels information.

ZKBio CVSecurity i 8 O admin ~
[2  Access Device > Access / Access Rule / Access Levels
Access Levels <« Browse Levels General (Area 1) Door Combination >
Access Rule v
Level Name Time Zone Q < Deor Name Ouwned Device Q @
Time Zones
Holidays ~ - - ~ -
O Refresh =¥ New W Delete & Door Control ¥ Import O Refresh W Delete Door
Level Name Area Name  Time Zone Dool Door Name Owned Device

SetAccess By Levels 2 Export Doors of Access Level

General Area 1 24-Hour Acce 1 abdcor fds 10.8.14.206
Set Access By Person

Figure - Export Access Level Template

Access Levels

Level Name Area Name Time Zone
Level 1 Area 1 Time Zone 1
Level 2 Area 2 Time Zone 1
Level 3 Area 3 Time Zone 1
Level 4 Area 4 Time Zone 1
Level 5 Area b Time Zone 1

Figure - Fill in Access Level Template

Note: The Level name can be customized. The Area Name can be set from [System] > [System
Management] > [Area Settings], the Time Zone can be set from [Access] > [Access Rule] > [Time Zones].

Step 1: In the Access Module, click [Access Rule] > [Access Levels] > [Import] > [Import Access Level],
and click [Browser] to upload the Access Level Template.

ZKBio CVSecurity — #  # 6 zdmin ~
[& Access Device > Access f Access Rule / Access Levels
Access Levels < Browse Levels General (Area Name) Door Combination >

Access Rule v

5 Level Name Time Zone i [ Door Name Owned Device Q &

Time Zones

Holidays —_ . .

¥ O Refresh ¥ New @ Delete & Door Control 2 Export :’ O Refresh W Delete Door
Level Name Area Name  Time Zome  Door Count Oper ior Name Owned Device

SetAccess By Levels A Import Doors of Access Level
General Area Name  24-Hour Acce 1 2 deor fds 10.8.14.206

Set Access By Person

Figure - Import the Access Level Template 1
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Import Access Level

File Format (@ Excel

Select File - Yot Uploaded

Update Exist
Yo ing ) Yes@ No

The first line of the data format is table name, the secend line is header, the third
fine is the import data, please check the file and then import.

| omen |

Figure - Import the Access Level Template 2

Total Progress

e

Data processing, please wait. ...
Upload successful, starting to parse data, please wait...
The data has been parsed, starting database updates.
Dala processing, please wait...

Succeed: 5, Failed: 0

Operation finished

Figure - Import the Access Level Template 3

Step 2: After the upload is successful, we can view the uploaded level as shown in Figure below.

(JZKBio CVSecurity i % @ admin ~
[ Access Device 5 Access/Access Rule / Access Levels
Access Levels < Browse Levels General (Area1) Door Combination >
ﬂ Access Rule v
N Level Name | Time Zlmel \ (o) Ve Door Name \ \ Owned Device \ QO
Time Zones — S S ]
Holida o
% O Refresh ¢ New @ Delete = Door Control = T Export = ¥ Import - O Refresh @ Delete Door

Access Levels . 9 =
m Level Name Area Name  Time Zone Door Count  Operations [ Door Name Owned Device

Set Access By Levels

General Area 1 24-Hour Acce 1 Zz B abdcor fds 10.8.14.206
Set Access By Person

Level 1 Area 1 Time Zone 1 0 2 B
Set Access By Department «

Level 5 Area 2 Time Zone 1 0 2z B
Interlock

Level 4 Area 3 Time Zone 1 0 2z B
Linkage
Anti-Passback | Level2 Area 2 Time Zone 1 0 2 O
First-Person Normally Open Level 3 Area 3 Time Zone 1 0 2 G
Mulfi-P Groun

Figure - Import the Access Level Template 4
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2.4 Intelligent Video Module-Fast Target Search

Screenshot for quick target search during preview or replay:

When security guards view real-time surveillance or playback video and find a suspicious person in the
screen, they can zoom in on that person and take a screenshot to support quick "target search" to jump to
target search and person track mapping.

Step 1: Go to the [Video Management] > [Video Preview], Click I¥2l to snap a screenshot.
; g W

@D ®

L

" 2022-10-12 10:32:28

>

e es
Figure - Video Preview

Step 2: Then click [Target search].

Snap a screenshot successfully ES
Target search Cpen Folder
e =T

2022-10-12 1003308 '

Figure - Screenshot
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Step 3: Next click [Retrieval].

Intelligent Analytics / Scene Application

Time Frame
2022-10-11 10:34:08

Gender
Uniimited v

. i

Glasses
Uniimifted

I Target Search

- | 2022-10-12 10:34:08

Mask
v Uniimited

&, Target Search

Lower Color

Data Modules
Upper Color
Uniimited v

Uniimited v

Thresholds

Figure - Target Search

Step 4: After the retrieval, the retrieval results appear, as shown in Figure below.

Intelligent Scene / Scene Application / Target Search

(%) Search Result
Query Criteria

First Name  Unknown
Gender Unknown
LabelNo.  Unknown

\|  Department Unknown
Time Frame  2022-02-08 14:3...

Unknown
Modules

HoloSens 5DC

Point Location3
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2022 02 26 22:00:44

201220225 22:00:42

20220225 22:00:42

2012202 25 205753

2022 02 26 21.5751

2012202 25 21:6751

2122.02 28 20.29:48

=1 Generate Track Report

2022 02 26 20.29-44

Time Sort ~

2022.02.26 20,2844

20220225 18.59.00

220225 185126

20220225 18.48:58

iF

220225 18.48:55

I

2022-02.25 184010

220225 18:332¢

220225 18:00:49

20220225 18291

4

2022.02 25 18:2818

20122 0225 18:28:18

i ]

2022 02 25 18:24:52

‘ %]

22202 25 18.24:52

2022 02 25 18:2438

212202 25 18:2834

o

o

2122.02 25 18.24:34

2022.02 25 18:22:00

2022.02.25 18:2158

—O0—0—0—0—0—0

Page 1 (~
Pane

total 6 pages in
total

o0

O0—O0—O0—=0

5606

Figure - Object Lookup Retrieval Results
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Step5: In the retrieval result, you can click [Generate Trend Report] in the upper right corner of the
interface to export the trend report in PDF format, as shown in Figure below.

Intelligent Scene / Scene Application / Target Search

@ Trend Report [1] Export Trend Report

Header Information Target Detail

Report Name Trend report about Stranger at 20220712

Name Unknown

Creater admin Gender Unknown

- Time Period Jul 11, 2022 5:34:21 PM - Jul 12, 2022 5:34:21 PM

Report Time 2022-07-12 17:37.00
Record Type Video Record Intelligent Scene Record

Report Describe
Personnel ID  Unknown

& Department Unknown

Trend Detail

10.8.51.130
Entrance 08F
Entrance 10F
IPC_10.812.211
Entrance 06F
10851135
Entrance 07F

Entrance 04F

Figure - Trend Report 1

Record Detail

Event Time Region Event Source mage

Jul 12, 2022 5:12:05 PM Entrance 10F Al

Jul 12, 2022 5:12:22 PM Map IPC_10.812.211 ection Alarm Normal
Jul 12, 2022 5:13:34 PM Map PC_10.8.12.211 Normal
Jul 12, 2022 5:14:31 PM Map PC_10.8.12211 Normal
Jul 12, 2022 5:15:15 PM Map PC_10.8.12211 Normal
Jul 12, 2022 5:16:38 PM Map IPC_10.812.211 ection Alarm Normal
Jul 12, 2022 5:17:15 PM PC_10.8.122 Normal
Jul 12, 2022 5:18:58 PM Map Entrance 06F Normal
Jul 12, 2022 5:20:02 PM Map PC_10.8.12211 Detaction Alarm Normal
Jul 12, 2022 5:21.30 PM ap 0.8.51.135 ection Alarm Normal

Figure - Trend Report 2
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2.5 Visitor Module-Respondent Self-Approval

Optimize the visitor process, after the visitor invitation email is sent, ZKBio CVSecurity will send an audit
email to the host. The host can complete the operation of "Review or Reject” by clicking on the audit link
of the email, then quickly complete the review.

Set the Outgoing Mail Server Settings:

Step 1: In the System Management, click [Email Management] >[Outgoing Mail Server Settings].

Outgoing Mail Server Settings
Email Sending Server* (,sm o)
Portt s |Essoms
Email Account® E

Password®

Sender Name.

Test Connection

A\ Please complete the email verification

BT [ o

Figure - Outgoing Mail Server Settings

Step 2: Set the Outgoing Mail Server Settings as Table below:

You can customize the email server address and port.

The email products that provide the SMTP server can be used, such as
Email Server Address/Port NetEase 163 email, Tencent QQ email, and Foxmail. The specific
address and port configurations must be obtained from the
corresponding provider.

Email Username and Password = Enter the user’'s name and password for the mailbox.

Name of Sender Sets the name of the sender on the received message.

Table - Outgoing Mail Server Settings
Step 3: After setting, click "Test connection" to receive the email, indicating that the test has passed.
Step 4: Click [OK] to finish setting email parameters.

Note: The domain name of E-mail address and E-mail sending server must be identical. For example, the
Email address is test@gmail.com, and the E-mail sending server must be smtp.gmail.com.
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Set Visitor Parameters:
In [Visitor] module, Click [Basic Management] > [Parameters].

Select [No] for the [Enable automatic review of guest appointments], so that the visitors’ reservations
need to be approved.

(JZKBio CVSecurity & 88 Q admin ~
EY visitor Registration > Visitor / Basic Management | Parameters
S R E D S O TS N
m Visitor Reservation > Common Parameter Option
Visitor Autonomous Registration Normal Parameter Option
'é Basic Management ~

Registration Client

Enable the ion of health i { The Visitor List the Recipient Mail
Parameters
) Yes (®) No Visitor Autonomous Registration

Device Debuggin

99n I—W
Print Settings () Yes (® No
Visitor Levels QR code Url:

Visitors common permission < ‘ hitp: /120 115 34 89:8098/tokenVisRes
group

Host Levels

Download QR code image

Visited Department Levels
Entry Place
Visit Reason

Custom Attributes

E Advanced >

IE Hepots > Visitors Quantity Statistics: @ Check-In Today:0 @ Check-Out Today:0 @ Not Check-Out Today0 View the Details

g

Figure - Enable automatic review of guest appointments
Set the Host Levels:

In the Visitor Module, click [Visitor] > [Host Levels]> [+New], select the corresponding personnel, click

=

, set the host Level for the corresponding personnel.

(® Query () Department () Selectall people

| name Moer Q@

Alternative Selected(0)
HostNu.. HostFirst.. Hosilast.. Deparime... HostNu.. HostFirst.. Hosilast.. Department ...

133950 Charning Qin staff [

=
13580 Ning ain Department
121556706 kkkkk Department
=
1234788 Alfonso LasiName Department
4 v
1< < 150 > > 50rows perpage ~

. [

Figure - Adding Host Levels 1
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Set the Linkage:

Step 1: Add an Alert Template. Click [Visitor] > [Advanced] > [Alert Template] > [+New] and fill in the
template information.

Visitor Reservation Audit (2KTeco)
\

| Emait -

| Reservation .|

On the day of the visit, send notification 1o the HosUVisited in advanced
| Send notification 1o the Hest

| Send notification ta the Visitor

Send audit permission to the Host

Additional cnmm}

chaming qin@zkdeco com

| Visitor Reservation Audit
Here is an zppointment for visitors. Please review il

iFeui
Visitor Name Ceriifcate Type
Visit Reason Host Name.
Mobile Phone

Please do not reply to this email! |

o |

Figure - Add an Alert Template.

Template Type | E-Mail.

Event Type Reservation.
Select Send audit permission to the Host.
Send Rule - o\ . .
Fill in the Additional Contact with the host email.
Subject Fill in the subject and the body content.
Visitor Info Select the visitor content to be audited.

Table - Add an Alert Template

Step 2: Add a Linkage. Click [Visitor] > [Advanced] > [ Linkage] > [+New], and here we select the E-mail
template Visitor Reservation Audit(ZKTeco)added in Step 1.

Edit

Linkage Name™ Jhudit Trigger Condition” ‘ Reservation Audit

(@) E-Mail Template | Visitor Reservation A ¥ | Entrance [

Name*

() SMSTemplate | -——— - O WhatsApp [—
Name* Template Name™

Cancel

Figure -5 Add a Linkage
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Send an invitation E-mail:

Step 1: Click [Visitor] > [Visitor Reservation] > [Invite] > [+New], fill in the correct information and save.

New

Mame ofimiter*  13sssochamingain v Q0 Inverdeparivent s v

Content*

[Fi Ning,
Welcome to ZKTeco!

A\ Enter muliple maitboxes, separated by commas( ) or

o IR

Figure - Send an invitation E-mail 1

Step 2: We can view the record of this invitation email. If the status of the email is Has been sent, the email
is sent successfully.

(JZKBio CVSecurity i &% @ admin -
E Visitor Registration > ‘Visitor / Visitor Reservation [ Invite
4 visitor Reservation temetay | tnviter depariment Exmail Address Ry — -l Qe

Uisiior Hecstvation T Refresh T New T Delete 1 Resend

Reservation Audit

il Name of inviter Last name of inviter Inviter department E-mail Address Status Sending Time Operations
E e o = el e e B O

Figure - Send an Invitation E-mail 2

Visitor Registration:

Visitors who have received the invitation will receive an email as follows, then the visitor click [Click here]
to register as a visitor.

Q@ Reservation Details & |

Reservatian Details

First Mame First Mame

Last Mame Last Mame

Hi Ning, Welcome to ZKTeco Mobile Phone  Mobile PRone

Charning Qin invites you to register visitor information through
the following QR code Email Email

Gender

Certificate Type

Certificate No. Certificate MNa.

Audit Status Auclit Status

License Plate
Visit Reason
Register QR code Iin [ a = i m )
Figure - Invitation E-mail Figure - Visitor Registration
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Visitor Reservation Audit:

When a visitor submits registration information, host will receive a review email as shown below:

Click [Review] if you agree to make an appointment.

Click [Refuse] if you refuse the appointment.

Reservation Details

First Name
Last Name
Mobile Phone
Email

Gender
Certificate Type
Certificate No.
Audit Status
License Plate
Visit Reason
Start Time

End Time

Page |36

E

Ning

Wang

17 52
Email

D

133650
Unreviewed

vt l

Oct 13, 2022 9:31:00 AM

Oct 13, 2022 11:59.00 PM

Figure - Visitor Reservation Audit
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Privacy Policy

Notice:

To help you better use the products and services of ZKTeco and its affiliates, hereinafter referred as

" nou

we”, “our”, or “us”, the smart service provider, we consistently collect your personal information.
Since we understand the importance of your personal information, we took your privacy sincerely and
we have formulated this privacy policy to protect your personal information. We have listed the
privacy policies below to precisely understand the data and privacy protection measures related to

our smart products and services.

Before using our products and services, please read carefully and understand all the rules and
provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its

terms, you must stop using our products and services.

I. Collected Information

To ensure the normal product operation and help the service improvement, we will collect the
information voluntarily provided by you or provided as authorized by you during registration and
use or generated as a result of your use of services.

1. User Registration Information: At your first registration, the feature template (Fingerprint
template/Face template/Palm template) will be saved on the device according to the
device type you have selected to verify the unique similarity between you and the User ID
you have registered. You can optionally enter your Name and Code. The above information is
necessary for you to use our products. If you do not provide such information, you cannot use
some features of the product regularly.

2. Product information: According to the product model and your granted permission when
you install and use our services, the related information of the product on which our services
are used will be collected when the product is connected to the software, including the
Product Model, Firmware Version Number, Product Serial Number, and Product Capacity
Information. When you connect your product to the software, please carefully read the
privacy policy for the specific software.

Il. Product Security and Management

1.  When you use our products for the first time, you shall set the Administrator privilege before
performing specific operations. Otherwise, you will be frequently reminded to set the
Administrator privilege when you enter the main menu interface. If you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modified).
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2.

Page |38

All the functions of displaying the biometric information are disabled in our products by
default. You can choose Menu > System Settings to set whether to display the biometric
information. If you enable these functions, we assume that you are aware of the personal
privacy security risks specified in the privacy policy.

Only your user ID is displayed by default. You can set whether to display other user
verification information (such as Name, Department, Photo, etc.) under the Administrator
privilege. If you choose to display such information, we assume that you are aware of
the potential security risks (for example, your photo will be displayed on the device
interface).

The camera function is disabled in our products by default. If you want to enable this
function to take pictures of yourself for attendance recording or take pictures of strangers for
access control, the product will enable the prompt tone of the camera. Once you enable
this function, we assume that you are aware of the potential security risks.

All the data collected by our products is encrypted using the AES 256 algorithm. All the data
uploaded by the Administrator to our products are automatically encrypted using the AES
256 algorithm and stored securely. If the Administrator downloads data from our products,
we assume that you need to process the data and you have known the potential security risk.
In such a case, you shall take the responsibility for storing the data. You shall know that some
data cannot be downloaded for sake of data security.

All the personal information in our products can be queried, modified, or deleted. If you no
longer use our products, please clear your personal data.
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lll. How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that
you ask your parents or guardian to read this Policy carefully, and only use our services or
information provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or
guardians' consent if and to the extent that such use or disclosure is permitted by law or we have
obtained their parents' or guardians' explicit consent, and such use or disclosure is for the
purpose of protecting minors.

Upon noticing that we have collected personal information of minors without the prior consent
from verifiable parents, we will delete such information as soon as possible.

IV.Others

You can visit https://www.zkteco.com/cn/index/Index/privacy protection.html to learn more

about how we collect, use, and securely store your personal information. To keep pace with the
rapid development of technology, adjustment of business operations, and to cope with customer
needs, we will constantly deliberate and optimize our privacy protection measures and policies.
Welcome to visit our official website at any time to learn our latest privacy policy.
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ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

Phone :+86 769 -82109991

Fax :+86 755 - 89602394

www.zkteco.com
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